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ABSTRACT. In this survey talk, the main connections between secret sharing and matroid
theory (including polymatroids) are discussed.

Secret sharing was independently introduced in 1979 by Shamir [11] and Blakley [1] as
a method to safeguard sensitive information. A secret sharing scheme is a code with a
randomized encoding function. Every code word consists of the secret value and the shares
for the players. Only the qualified sets of players, which form the access structure, can
recover the secret value from their shares. A secret sharing scheme can be seen as well as
a collection of random variables, and, as pointed out by Fujishige [6], their joint Shannon
entropies determine a monotone and submodular set function, that is, a polymatroid. In the
optimal case of a perfect, ideal secret sharing scheme, in which each share has the same size
as the secret value, Brickell and Davenport 2] proved that the scheme defines a matroid
and its access structure is a port of that matroid. Linear representations of matroids and
polymatroids provide linear secret sharing schemes, which are efficient and specially useful in
some applications. In general, the matroids and polymatroids determined by secret sharing
schemes are entropic.

Minimize the size of the shares is a capital problem in secret sharing. Shannon inequal-
ities, which are equivalent to polymatroid axioms, provided the first known lower bounds.
Specifically, the first lower bound far from 1 [3] and Csirmaz’s [4] lower bound, the best
of the currently known ones for the general case. Combined with Seymour’s [10] forbidden
minor characterization of matroid ports, Shannon inequalities imply a lower bound for all
access structures that are not matroid ports [7]. All those lower bounds can be derived from
linear programming problems. A recent refinement [5] of that technique improved the lower
bounds for a number of access structures on small sets of players.

From the aforementioned developments in secret sharing and other topics in information
theory, other classes of matroids beyond the linear and algebraic ones have received a con-
siderable amount of attention. Namely, the entropic and almost entropic matroids, and the
folded linear matroids. Remarkable ideas and techniques on entropic matroids were given
by Matus [8], who recently proved that algebraic matroids are almost entropic [9).
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