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ABSTRACT. The constructions of (quantum) secure applications and communications are a
reality for the near future Quantum internet. Quantum Key Distribution (QKD) protocols
are one of the most studied communication protocols in the literature and despite the
existence of theoretical perfectly secure QKD’s, these protocols do not scale properly with
the number of users. Furthermore, they require that all the parties in the protocol have
a quantum device. In this talk I will be presenting a new Semi-Quantum Conference Key
Agreements protocol that, on one hand, being quantum, its security does not depend on
mathematical hardness assumptions; secondly, is an extension of QKD for several users;
and also, being only semi-quantum, i.e., requiring only one of the parties involved in the
protocol to be fully quantum and all the others classical, uses less (quantum) expensive
resources.

INTRODUCTION

The major thread of quantum computing to classical public-key cryptography is due to
Shor’s algorithm [1]. This algorithm reduced to (quantum probabilistic) polynomial time the
difficulty to break cryptographic systems commonly used nowadays like RSA and Elliptic-
curve cryptography. Therefore new quantum-resistant communication protocols are being
seriously studied for the last decades. Quantum mechanics brought to computer science and
especially cryptography a fresh perspective on one can deal with the security and privacy of
communications. In particular, the replacement of hardness mathematical assumptions (e.g.,
factoring a n bit number is not possible with a probabilistic-polynomial time algorithm) by
laws of physics to ensure secrecy is the most relevant advantage of using a quantum-based
approach to cryptography.

One of the most basic communication protocols aims to achieve a common key between
two parties which is called key distribution. Diffie-Hellman protocol [4] (that relies on the
hardness of computing the discrete logarithm) is probably the most well-known example of
this kind of protocol. Although, Shor’s algorithm turns this protocol vulnerable to quantum
computers. In 1984, Charles Bennett and Gilles Brassard developed the first-ever QKD,
known as, the BB84 protocol [3], following Wiesner’s ideas |2| of multiplexing to generate
quantum money that could not be copied. It is known that BB84 is secure [5]. However,
the QKDs are not suitable for real-world scenarios where users want to establish a common
key among all of them since it does not scalable with the number of users.
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The concept of Quantum Conference Key Agreements (QCKAs) came from the idea of
extending QKDs to several users and several direct protocols have been proposed (see [6]
for a recent survey). The proposed solutions solve the scalability problem but have the
characteristic that the more parties are involved the more quantum resources are needed.
To reduce the number of quantum devices necessary and to enable the possibility of seeing
the QCKA a quantum service the idea of semi-quantum QKD’s [7, 8] and semi-quantum
QCKA’s |9, 10, 11] was considered in the literature.

Semi-quantum QKD’s were introduced by Boyer et. al in 2007 and in this type of protocol
the two parties Alice and Bob are, in terms of resources, different. Furthermore, these
protocols have the advantage of lower costs for practical implementation. Alice is a fully
quantum agent while Bob is limited to being classical having access to a measurement
device (much cheaper quantum hardware). Alice prepares quantum states and Bob can
either measure and resend the result as a basic quantum state or reflect the state to Alice.
The high-level description of our proposal is the following:

(1) Alice (quantum entity) prepares a (GHZ y41) (i.e., an entangled quantum state of
N + 1 particles), where N is the number of Bobs (classical entities).

(2) Alice sends to each Bob a particle of this entangled quantum state through a quan-
tum communication channel and keeps to herself the first one.

(3) Each Bob, according to a (small) pre-shared key, will either choose to reflect the
undisturbed qubit to Alice (CTRL operation) or measure the qubit in the compu-
tational basis and sends back to her the measurement result as an encoded state
prepared in the same classical state found (SIFT operation).

(4) The CTRL rounds are used for spotting eavesdropping, while the SIFT rounds are
used to establish the final conference key.

Our proposal has the following characteristics. Having Alice as an interested party to also

have a part in the shared key, brings a security advantage as we do not have to deal with
the case of having a third party leading the process to be impersonated by an eavesdropper
(see [12], for a more comprehensive discussion). Furthermore, it is possible to ensure security
assuming that the size of the pre-shared key among all the participants is of the square root
order of the new common secret binary string. Therefore, this kind of protocol is sometimes
called conference key extension.
In this talk we discuss the security of our protocol. The proof of security used a reduction
to a One-Way Fully-Quantum Key Distribution protocol a technique developed to prove the
security of SQKD (Semi-Quantum Key Distribution) protocols [13]. We also discuss the key
rate of our proposal and computed a lower bound for it.
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